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Issued Monday, 27 April 2015
MS015-034 — Vulnerability in HTTP.sys

This security update resolves a vulnerability in Microsoft Windows. The vulnerability could
allow remote code execution if an attacker sends a specially crafted HTTP request to an
affected Windows system.

This security update is rated Ciritical for all supported editions of Windows Server 2008 R2,
Windows Server 2012, and Windows Server 2012 R2.

The security update addresses the vulnerability by modifying how the Windows HTTP
stack handles requests.

For more information about this document, see Microsoft Knowledge Base Article 3042553
or the Security Bulletin for MS15-034.

Speakerbus have been made aware of the vulnerability affecting all SB534, VCM and
iICMS versions running on the above stated versions of Microsoft.

We have carefully assessed the potential for exploitation of this vulnerability and conclude
that whilst it is not a Speakerbus code vulnerability, but a Microsoft Windows vulnerability,
we recommend that the above Security Update is installed on all Speakerbus systems
running the stated versions of Windows.

For further information please contact your regional partner or our service desk.
http://www.speakerbus.com/support/
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