Security Advisory 005
CVE-2016-5195 - Dirty COW Vulnerability

Issued Wednesday, 2" November 2016
CVE-2016-5195 — Dirty COW Vulnerability

Dirty COW (CVE-2016-5195) is a privilege escalation vulnerability in the Linux Kernel. More
information on the specific vulnerability can be found at https://dirtycow.ninja.

Speakerbus have been made aware of the Dirty COW (CVE-2016-5195) security vulnerability in the
Linux kernel, and the need for any Linux servers running Linux kernel version 2.6.22 to be patched.

Currently only the Speakerbus iManager Communications Server(iCS) product is affected.
We have carefully assessed the potential for exploitation of this vulnerability and have updated
the iCS software to remove the vulnerability in our upcoming scheduled release expected to be

made available in November 2016.

For further information please contact your regional partner or our service desk.
http://www.speakerbus.com/support/
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