Security Advisory 007
SAMBA Vulnerability

Issued Wednesday, 21 June 2017

Samba Vulnerability (CVE-2017-7494)
(https://nvd.nist.gov/vuln/detail/ CVE-2017-7494)

Speakerbus have been made aware of a vulnerability affecting the Samba package as
shipped with iManager Communications Server (iCS).

This only affects the iCS product; all other products do not contain Samba.

Samba since version 3.5.0 is vulnerable to remote code execution vulnerability, allowing a
malicious client to upload a shared library to a writable share, and then cause the server to
load and execute it.

We are currently developing a new release of iCS updating to samba 4.4.4-14.

The new build version of iCS 2.5 is expected to be made available in August 2017.

For further information please contact your regional partner or our service desk.
http://www.speakerbus.com/support/
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