
 
 

Security Advisory 013 
CVE-2019-18935, CVE-2017-11317 & CVE-2017-11357 

Issued Friday, 10th January 2020 

CVE-2019-18935, CVE-2017-11317 & CVE-2017-11357 Vulnerabilities 
 

Speakerbus have been made aware of three vulnerabilities affecting the Telerek UI for 
ASP.NET AJAX tools, as used in the iManager Centralised Management System (iCMS) 
configuration portal.  
 
This only affects the iCMS product.  
 
The CVEs relate to the Telerik RadAsyncUpload function. This was used in iManager for the 
following functionality:  
 

• Importing corporate directory  
• Importing user personal directory  
• Uploading iSeries device feature keys file  

 
To remediate this vulnerability Speakerbus have disabled the Telerik RadAsyncUpload 
function and have applied the Telerik recommended software patches. 
 
The remediation has been available from iCMS v3.610.2.0 onwards. iCMS is not vulnerable 
to this Telerik function exploitation.  
 
 
 
 
For further information please contact your regional partner or our service desk. 
http://www.speakerbus.com/support/ 
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